ISBROKER ™ F NSIC THREAT ELLIGENCE

OFFICIAL REGULATORY ENFORCEMENT & BLACKLIST DOSSIE

Target Entity Name: AnyDesk, TeamViewer & RustDesk Remote Access Account Manager Scam
Flagged Web Domain: anydesk-teamviewer-broker-scam

Enforcement Authority: FCA UK/ BaFin / Europol / Action Fraud

Infringement Action: Remote Desktop Takeover & Unauthorized Banking/Crypto Drain
Decision Date: 2026-10-15

Official Source Registry: https://www.fca.org.uk/scamsmart

Forensic Trust Score: 99% / 100% (CRITICAL FRAUD RISK)

SECTION 1: OFFICIAL REGULATORY GROUNDS & VIOLATIONS

CRITICAL CYBERSECURITY ALERT: No legitimate regulated broker (eToro, Interactive Brokers, Plus500, XTB, IG)
will EVER ask you to install AnyDesk, TeamViewer, RustDesk, UltraViewer, or screen-sharing software on your
computer or smartphone. Scammers posing as 'Senior Account Managers' or 'Verification Support' use
AnyDesk to black out your screen while secretly opening your online banking, Revolut, Binance, or Coinbase
app, taking out instant loans, and draining your funds.

SECTION 2: MANDATORY INVESTOR PROTECTION DIRECTIVE

* Blacklisted Operator: This entity is prohibited from soliciting financial deposits or offering CFD/Forex
services.

e Zero Statutory Protection: Funds deposited to this entity are NOT insured by statutory investor
compensation schemes.

» Urgent Action: Do not transfer cryptocurrency (Bitcoin/USDT) or wire funds to personal bank accounts
provided by this platform.

SECTION 3: VERIFIED TIER-1 REGULATED ALTERNATIVES
For secure trading with segregated client funds, choose verified globally regulated institutions:

1. Plus500 — Regulated by EFSA & FCA. Publicly listed on London Stock Exchange.
2. AvaTrade — Globally regulated across 6 continents since 2006. Negative balance protection.
3. eToro — FCA & CySEC regulated social trading platform trusted by 30M+ users.

4. Exness — World's highest-volume multi-regulated broker with 24/7 instant withdrawals.

w

. XM Group — Regulated by CySEC & ASIC with 0% commission accounts.

6. Interactive Brokers (IBKR) — NASDAQ listed, SEC/FINRA/FCA regulated with $500k SIPC coverage.

LEGAL ISSUING ENTITY & CERTIFICATION



Compiled by IsBrokerSafe™ Financial Threat Intelligence Suite
Operated by VasileDev Group - Partita IVA: IT04226190041
Garessio (CN), Italy - Official Portal: https://isbrokersafe.com



